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Cloud-Native IoT System Architecture 



Cloud-Native IAM - User Management

Credit: https://www.msp360.com/resources/blog/aws-iam-policy/



User Login 

Centralized Identity

Federated Identity



Cloud-Native IAM - Device Management



X.509 Certificate & PKI



Interact with a Centralized IAM

Centralized 
IAM Server

Service 
Provider

Service 
Requestor

① Request service

② Request access token

③ Authenticate with IAM

④ Grant access token

⑤ Send access token

⑥ Grant service access



Interact with a Decentralized IAM

Verifiable Data 
Registry

Service 
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Service 
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④ Send VP

⑤ Grant service access

③ Request VC(s)



What do DIDs and VCs matter for IoT? 

● DIDs offer a unified representation of identity for people, IoT 
devices, servers, organizations, etc. ⇨ Simplified identity 
management and interoperability

● VCs enable stakeholders to attest different attributes 
regarding IoT devices ⇨ Fine-grained levels for security and 
trustworthiness

● DIDs and VCs make it possible for building large-scale, 
decentralized, and interoperable IoT applications
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Challenge I - Different IoT Devices 

Small Medium Large



Challenge II - Complex Device Lifecycle 

● Device Provisioning
● Identity Generation 

● Network Onboarding
● Application Onboarding

● Over-the-air Update
● Ownership Transfer

● Device Decommission
● Credential Revocation



Challenge III - Unlimited Use Cases



Additional Considerations

● What are the minimum hardware requirements for implementing SSI for IoT?

● What do DIDs and VCs look like for IoT devices?

● How do we implement an efficient SSI SDK for embedded devices? 

● How many DIDs does an IoT device need in its lifetime?

● Who can issue VCs in the IoT ecosystem?

● How should we deal with privacy for IoT? 

● …...



Opportunities: DIAM-as-a-Service

DIAM-as-a-Service
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Project Overview 

● The Project Authorization Request (PAR) 
https://development.standards.ieee.org/myproject-web/public
/view.html#pardetail/8651

● Project Scope: Define a decentralized IAM framework for IoT 
based on the emerging concepts such as decentralized 
identifiers (DIDs) and verifiable credentials (VCs)

● Working Group: Identity of Things Working Group 
(BOG/CAG/IDOTWG)

https://development.standards.ieee.org/myproject-web/public/view.html
https://development.standards.ieee.org/myproject-web/public/view.html


Project Focus

● Integrate DIDs and VCs into the lifecycle of IoT devices
● Specify a suite of decentralized IoT security services including device authentication, data authorization 

and access control, etc. 



Preliminary Table of Contents



Internet of Trusted 
Things Platform
(Hardware + Oracle + Blockchain)
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Pebble Tracker
● An “Out-of-the-Box” trusted and secure asset tracker development kit 

with 4G connectivity and wide array of sensor technologies
● Built around the latest low-power nRF9160 System-in-Package (SiP) 

from Nordic Semiconductor
● Equipped with GPS, climate, motion, and light sensors
● SoC platform security with ARM TrustZone and CryptoCell 310 
● Supports LTE-M & NB-IoT (700 MHz to 2.2 GHz) and worldwide 

operations with IoT SIM cards
● Open-source development tools and SDKs from Nordic Semiconductor 

and IoTeX



Hardware Overview



Community-Driven Hardware



TruStream: A Decentralized 
Blockchain Oracle 

IoT Devices TruStream Oracle Blockchain

Device Proof TruStream Proof



Internet of Trusted Things (IoTT) Portal




