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Centralized vs.
/ Decentralized




Cloud-Native loT System Architecture

loT Applications
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loT Devices (Sensors, Actuators, etc.)
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Cloud-Native |IAM - User Management
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AWS IAM

ldentities Permissions
(who requests) (what is requested by the identity)
a (%
R ﬁ @ 8 # Policies
Users Groups Roles Credentials

[/ ]

Statements

Credit: https://www.msp360.com/resources/blog/aws-iam-policy/



User Login

= Smart Home Control

ﬁ My HOme

A

Login with Google

Centralized Identity

Federated ldentity



Cloud-Native |IAM - Device Management
AWS loT

AUTHENTICATION o = N\
AUTHORIZATION
Secure with mutual <<<K: D))
authentication and encryption __\_/L -
g ( RULES ENGINE
Transform messages 3P Services
L , based on rules and
L= : \/ route to AWS Services
DEVICE SDK DEVICE GATEWAY
Set of client libraries to |
connect, authenticate and |
exchange messages

Communicate with devices!via
MQTT

DEVICE SHADOW:
DEVICE REGISTRY
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X.509 Certificate & PKI

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

x Certificate
: - . Version
3 In order to connect a device, you need to download the following: - — -
= = Certificate Serial Nurmber
g § Mic Programming c A t f ‘ ‘ (h Clertiﬁ%ate d f f
2 : A certificate for this - Algorithm Identifier for
: = ® - — thing fdd885eb3a.cert.pem Download | - Certificate Issuer’s Signature
: : = E o SN~ - Issuer
- = 2 E § @ -~ ‘ e -
T | i © A public key fdd885eb3a.public key Download = ~ [Validity Period
Subject
A B A private key fdd8sScb3aprivate key Download gﬂg{i?lt(ev Algorithrn Identifier
O ' O Information | Public-Key Value
RGB LED :11; : Optional
T You also need to download a root CA for AWS loT:
Secirky . Magoetomwias | Premure ~ A root CA for AWS loTDownload

Acclerometer & Gyroscope ) Humidity & Temperature [
- 3 y

Certification Authority’s
m Digital Signature

Extension Fields
{optional)




Interact with a Centralized |IAM

Centralized
|AM Server

®) Send access token

Service Service

Provider >  Requestor

® Grant service access
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Interact with a Decentralized |AM

Verifiable Data
Registry

@ Request service &
@) Request VC(s) ‘
>

@ Send VP P

Service

Service
Provider >  Requestor

®) Grant service access
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What do DIDs and VCs matter for lo1??

e DIDs offer a unified representation of identity for people, loT
devices, servers, organizations, etc. @ Simplified identity

management and interoperability

e VCs enable stakeholders to attest different attributes S ol { e
regarding loT devices = Fine-grained levels for security and SO\ ey N\ Qe
trustworthiness

e DIDs and VCs make it possible for building large-scale,
decentralized, and interoperable loT applications




Challenges &
Opportunities
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Challenge | - Different loT Devices
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Challenge |l - Complex Device Lifecycle

e Device Provisioning
e |ldentity Generation

e Network Onboarding
e Application Onboarding

e Device Decommission
e Credential Revocation

4 U

e Over-the-air Update
e Ownership Transfer




Challenge lll - Unlimited Use Cases

o Insights that empower you to understand loT markets
5 O ANAXLYTIES

Top 10 loT Application areas 2020

Global share of Enterprise loT projects? Trend?

()
° “’ e Manufacturing / Industrial

N = 1,414 projects

Note: 1. Based on 1,414 publically known loT projects (not including consumer loT projects eg smart home, wearables, etc.) 2. Trend based on relative comparison with % of projects in the 2018 loT Analytics loT project list e.g., a downward arrow means the relative
share of all projects has declined, not the overall number of projects. 3. Other includes loT projects from Enterprise & Finance sectors. Source: loT Analytics Research - July 2020
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Additional Considerations

nat are the minimum hardware requirements for implementing SSI for loT7?
nat do DIDs and VCs look like for loT devices?

e How do we implement an efficient SSI SDK for embedded devices?

W
W

e How many DIDs does an loT device need in its lifetime?
e \Who can issue VCs in the loT ecosystem?

e How should we deal with privacy for loT?




Opportunities: DIAM-as-a-Service

AN
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DIAM-as-a-Service




|IEEE P2958
/ Standards Project
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Project Overview

e [he Project Authorization Request (PAR) 4*4\; IO TeX ?
https://development.standards.ieee.org/myproject-web/public . LOCKHEED MARTIN
[view.html#tpardetail/8651 o>

>

e Project Scope: Define a decentralized |AM framework for loT ERICSSON Fﬂiﬂf‘ﬁﬁ%ﬁ

CAICT

h..'

Lenovo @ BOSCH
W2 ¢

HUAWEI

based on the emerging concepts such as decentralized
identifiers (DIDs) and verifiable credentials (VCs)

e \Working Group: Identity of Things Working Group
(BOG/CAG/IDOTWG)

B

DWALK



https://development.standards.ieee.org/myproject-web/public/view.html
https://development.standards.ieee.org/myproject-web/public/view.html

Project Focus

Was it configured Does the device run
---® by authorized ---® most recent version
personnel? of software?

Trusted Trusted Trusted Trusted Trusted

f
|
I
I
|
|
I
|

Source Configuration Connection Software Operation

Does the device Is the connection Does the device
“® comefroma '--® authenticated --® operate as

trusted source? and encrypted? expected?

e Integrate DIDs and VCs into the lifecycle of loT devices
e Specify a suite of decentralized loT security services including device authentication, data authorization
and access control, etc.




Preliminary Table of Contents

* Device Provisioning
e Device Identifier Generation

| B Functional Roles

7§ Device Manufacturing

Network Onboarding

0 Device Onboarding Application Onboarding

2 B Device Maintenance
Over-the-Air Update

‘ Device Decommission Ownership Transfer
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Internet of Trusted 4
Things Platform

(Hardware + Oracle + Blockchain)
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Pebble Tracker

e An "Out-of-the-Box"™ trusted and secure asset tracker development kit
with 4G connectivity and wide array of sensor technologies

e Built around the latest low-power nRF9160 System-in-Package (SiP)
from Nordic Semiconductor

e Equipped with GPS, climate, motion, and light sensors

e 5S0C platform security with ARM TrustZone and CryptoCell 310

e Supports LTE-M & NB-loT (700 MHz to 2.2 GHz) and worldwide
operations with loT SIM cards

e Open-source development tools and SDKs from Nordic Semiconductor

and loTeX
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Hardware Overview

NRF91 SoC
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- Using a blockchain for secure asset tracking

loTeX Is combining the security bullt into Nordic’s nRF9160 and its blockchain
technology to protect the integrity of critical asset tracking data

he commerciaioation of celhalar ol nsset
Ttmrmn; sotutions soch as IoTe X s Febibie

Tracker han the potential to revehtionize supply
chain apphcations The prodoct, powered by Nordic
Semcendectos s aRFSIA0 29 uses mature, secure
Cellular infrastructure to provide boation, environment
and motion tracking data for glebal asset tracking

e mere than that, Pebbie Trackesr promises to
addds vmn prolilems such as Uhe more Lhan 5400 Billon =
annusd losses that result froen supply chain errors such
as temperature excursions. Exch year compensation for
thess lones and masyy others ane soaght, and payouts
from penalty chuses and Imsurance claims rely
Beravily on ssset traciing dats Coor Wl laue 2 20200,
puadd ) StauM there be any suspecion that ssset
tracking indoe mat on has scrmedow been taperod
with e Daluibed clatrms could dragon for years And
worse Mgation coul lolow
SaTeX ox tackitng the challenge by comtining the

Pebie Trackee'y g1 5100 54U s Arm Trust Zone (for
trusted execution) and Arm CryptoCell 330 (for
applicaton -layer securty) protection fealures with e
cotupany s blockchain for lae e scale, decentralved and
trusted asse! Lraching applications

Trust built on hardware and the blockchain
e Arm TrustZone techookogy duik imo the nRFSG0
ferms o Trasted Execution Envieonumen (TEE) The TEE
&8 Secure el insite the Arm procesecr 1R runs in
paralled but &5 sodated from laed often wisilie o) the
alncperating systent Code and dite nnséde tiw TEE
aremamtained with the Righest kevel of ingegrey and

Do AN Tt o WnTos oy BT e e S5 TR Ve w s D §ariidam
lrswwment b worvi tageeden oD Crppalal & seBettad vocus 1y ) a%am

confdentiaity Such » system protects the valuaiie
code and dota whike enabdling ess valuatie code and data
10 run unencemiered on the main opersting system

e Wl lssue 3 20108 pads )

But » truly secure loT device requizes moce than
3 TEE adarionalroots of trust (Rels! and securnty
e hamoems are demanded That's the 1oke of
Arm's CryptaCed

CryptoCell is s embeded secur ity platfoom for
devicoes using Trustlone comgrising » must Syyered
architecture combiming hardware datapoth, BT
mansgemer? aod operation centrol with s layer of
security irmware (See WO ssus 4 2002 adt)

Pelible Tracker sends s data to the kTe X Mockchuin
Ranrd backend wervioes to archextrate lasge- scale
deceniraloved axeet 11 acicey spplcationn Blockchains
are based on the concept of openly verifialiie ledpers
ensuring that all trarsactions are pubiicly consfirmed
and Rpped with an uncorruptiboe Sgital sgnature (Dady
the transaction i vieble not Lhe private data
or comben! that triggered i) Secause of 1w use ol
epent lodgers tampering with 2lock:chun dat s weuld
Quitkly be exposed

TeX's ockebain and kT teckeology stack witich
ncudes sophist icated middioware 10 palr with Nerdic's
hardware. cllers SDICs that developers can
wse alongsiie ene of NordC's prefernod aperating
sysiemes the open-sourced Zeplhnyr te buldd the trusted
applications of tomarrom

Security and privacy by design
Pebdie Tracker makes use of dullt-in environmental
and motion sensars e Bosch aed TDK to capture
real-time metrics including CPS hcation, temper ure
Butn iy, volatile ergarnk compound (VOO level light
acceleration and ctientation

e product employs “secueity and privacy by design
mwithodulogy and eguipped with the nRFE0 S5y
power il security featuses i is budk 10 ensuee all
dula the dovice penerates i rustworthy and eweed
exciusively by the Sevice s ownes

Dot nRFWNEC SIP enalies LTE- M and NE-JoT netwerk
connectivity and inmtegrated GPS suppoct for precise
g tange tracking of asset danta Viathis ceDala
connectivity Feable Trackeer contiouously records
real-time dota and transevit s the Agnaly signed
nformation 10 the Clood or othes Backend systems
ncuding the loTeX biockchain

e comdination of hasrdwase secut ity and s
leckchain ensures protection of all dna panes
produced and brngs end - to-end trust te tracking
applications. The trusted data cam then be used dy
ackend sesvices 10 fulldl predeployed smart contracts
For exampde I 3 tracieer Oetects an a35et Is mishandled
the blackchalin comtract can autarmatically pesalize
the company and compensate the customes withom
Puman etervention

The
combination
of hardware
securty

and the
blockchain
ensures
protection of
al data ponts
produced and
brings ond-
lo-end trust
Lo tracking
appications
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Community-Driven Hardware

CROWE BROWSE LAUNCH ABOUT US

¥ Environmental Sensing

Pebble Tracker ., ... B e

A secure, battery-operated, blockchain-ready, cellular-loT prototyping platform based on the nRF91

$88,355 raised

of $1 goal
Funded! Order Below
10 Mar 25 2021 410
updates funded on backers

Last update posted Sep 25, 2021

Subscribe to Updates
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Pebble Tracker $2'] 5

Pebble Tracker, along with molded case with
OLED display, plastic enclosure, lithium ion

Recent Updates view all 10 updates battery, LTE antenna, Micro-USB-to-USB-
Type-A cable, and a label with your board's
Manufacturing Update #3 IMEI| number.

Manufacturing Update #2 Orders placed now ship Oct 28 2021.



TruStream: A Decentralized
Blockchain Oracle

———————

Y
N
L
\
-~
o : |
- i I /
I Computing /I
' [
/
[ e | /
I =0 |/
f = s U
: Storage [

loT Devices




%
"% |oTT Portal

> P

Device

Device Status

Apps

My Data

Learn

Internet of Trusted Things (loTT) Portal

Welcome to the Internet of
Trusted Things (IoTT).

loTeX is building the Internet of Trusted Things, the first open network
where everyday people and businesses can own and control their smart
devices, as well as the data and value they generate. Join us!




Xinxin Fan *®
Head of Cryptography

olTeX Q &

loTeX
Xinxin@iotex.io
https://www.iotex.io/

LET'S BUILD DECENTRALIZED fFUTURE TOGETHER!
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